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* Backug rer or external
* Keep your software up to date
* Don’t open unknown senders email attachments

www.Us-cert.qov/publications /virus-basics



https://www.us-cert.gov/publications/virus-basics




h HOW TO)

* Use caution w

Many spam filters remove the majority of the threats that would usually arise via email. Your
personal email should be utilized with more caution than an enterprise email system.

https: / /www.consumer.ftc.gov/articles /001 1-malware



https://www.consumer.ftc.gov/articles/0011-malware




hd risk

The ability to eras r it has been lost will help ensure
your information does not end up in the wrong hands.

Regardless of the event, it’s always a good idea to change your email passwords
and cloud storage passwords in the event of a loss or theft of a mobile device. This
will prevent any further damage to your information.







are addressed

de ~ IE: External USB storage
Setup a separate user p ‘Account on your machine

Use the NON ADMIN account fo.rai'l use. I type in your administrative credentials when prompted
and you're 100% sure they’re necessary.

Keep various plugin updates current check out Ninite.com



https://Ninite.com




AR scan |ncom|ng data for
malicious software. | o

files for attacks and quaran’rme' e infected flles Some applications also include
email protection and will quarantine harmful attachments for you too.







Backing up your data is the most important preventative approach you should take.

For most people

| personally use a 4TB ex ny devices critical data.

After you've aligned the hardware with the p oper b.qci'ry, it's time to pick the backup software.

Backup software is built into Windows and Mac OSX.
The simplest way to get started is to enable the feature for your OS and plug your external hard-

drive in once a month to let it backup your computer.




https: //www.us-cert.qgov /sites /default /files /publications /data_backup options.pdf

/



https://www.us-cert.gov/sites/default/files/publications/data_backup_options.pdf




ng the link can

‘than a known domain,

email.

If you did perform the action requested in the phishing attack email, the first action you should take is
to change your password for that account. You can then follow up with your IT department to ensure

no further damage has been done.

www.us-cert.gov/ncas/tips/ST04-014



https://www.us-cert.gov/ncas/tips/ST04-014
https://apple.com



https://www.us-cert.gov
https://US-CERT.gov
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